
essendi xc – Redefining Certificate Management

In the Context of DIN ISO 27001



• DIN ISO 27001 is an international certification standard designed to ensure

information security (confidentiality, authenticity, integrity, etc.). 

• Goal: Introduction of an information security management system (ISMS) in 

companies.

Introduction

Please do not hesitate to contact us if you have any questions or require further information. 
E-mail: xc@essendi.ch



Cryptography
One part of the list of measures is the area of "cryptoraphy".

Please do not hesitate to contact us if you have any questions or require further information. 
E-mail: xc@essendi.ch



The implementation of cryptographic measures within the framework of DIN 

ISO 27001 requires guidelines for the use of cryptographic measures and 

appropriate key generation and management.

Please do not hesitate to contact us if you have any questions or require further information. 
E-mail: xc@essendi.ch



Table A.1 – Goals and Actions

ISO 27001, Specifications in the Area of Cryptography

Source: DIN 27001:2017-03, page 21
Reproduction permitted by kind permission of DIN Deutsches Institut für Normung 

e.V. 

Source: inhouse translation of Table A.1 DIN ISO 27001, German Version

Please do not hesitate to contact us if you have any questions or require further information. 
E-mail: xc@essendi.ch



1. Cryptographic Guidelines 2. Key Management

▪ What information needs to be protected? 

▪ When does the information need to be protected and 

how intensively? 

▪ Are external authentication authorities (CAs) required 

for the protection / signing of certain information?

▪ Processes: Who does what?

▪ Who is responsible for compliance with the conventions? 

▪ What does sustainable controlling look like?

▪ etc.

▪ Which encryption method should be used?

▪ Management and transparency about existing keys?

▪ Defined processes for handling keys, e.g. for issuing, 

distributing, renewing etc.?

▪ Who is responsible for compliance?

▪ What to do if the keys are lost?

▪ Lifespan of the keys?

▪ Who has access to the keys, including archived keys?

▪ etc.

Useful questions for implementing cryptography standards

Please do not hesitate to contact us if you have any questions or require further information. 
E-mail: xc@essendi.ch



supports you in the area of certificate management.

Please do not hesitate to contact us if you have any questions or require further information. 
E-mail: xc@essendi.ch



Implementing crypto policies successfully and efficiently

1. essendi xc:

Individual 
configuration: 

Map guidelines and 
standards, link existing 

structures 

Process Engine: 

Define and automate efficient 
processes

360° Certificate Cockpit:

Risk management 
through simple 

monitoring & reporting; 
audit support

Please do not hesitate to contact us if you have any questions or require further information. 
E-mail: xc@essendi.ch



✓ Key generation: Fixed specifications for the keys that 

are generated (regarding algorithm, length, etc.). 

✓ Key management: monitoring of service life and 

status, incl. alert function

✓ Certificate and key storage: in HSM and key vault

✓ Controlled recovery of keys in case of destruction or 

loss

✓ Certificate and key handling: generation, renewal, 

transport, etc. (structured according to 

standard processes and fixed, company-internal 

specifications) 

✓ Forward-looking risk management

✓ Documentation

2. Key Management with essendi xc

Please do not hesitate to contact us if you have any questions or require further information. 
E-mail: xc@essendi.ch



Redefining Certificate Management



is ISO-compliant, also in other areas relevant 
to information security. 

For more information, please get in touch.  

ISO Conformity

Please do not hesitate to contact us if you have any questions or require further information. 
E-mail: xc@essendi.ch



Business Partners 

Please do not hesitate to contact us if you have any questions or require further information. 
E-mail: xc@essendi.ch



TrustSeal - 100 % Software made in Germany

Please do not hesitate to contact us if you have any questions or require further information. 
E-mail: xc@essendi.ch



Thank you
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essendi it GmbH

Dolanallee 19

DE-74523 Schwäbisch Hall

xc@essendi.de 

xc.essendi.it

Tel.: +49 791 94 30 70 11

EU contact

Please do not hesitate to contact us if you have any questions or require further information. E-mail: xc@essendi.de

essendi it AG

Bahnhofplatz 1

CH-6460 Altdorf

xc@essendi.ch

xc.essendi.it

Tel.: +41 41 874 27 30

International contact
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